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Email, Texting, and Electronic Payment Risks
Regarding Email
1. Technical experts often describe email as being like a postcard, in that it can be viewed by all hands it passes through.
• Are you familiar with the risks of emails being viewed by various engineers, administrators, and bad actors as they pass through the Internet?

2. Think about where you read and write emails, and what devices you do that on. Think about who can see you reading and writing emails in these places, and who can access the devices you use to read and write emails.
• Would there be any negative consequences to any of those people reading or glancing at emails exchanged with your therapist?
• Are there certain kinds of email content that you would feel safe letting these people see and other kinds of content you would not feel safe letting them see?
• Has anyone in your life required that you divulge your password to your computer, phone, email service, etc. so they could potentially have access to your emails?
Let your me know if the answer to any of these questions is “yes” if you wish to use email with me.

3. Think about which email address(es) you might use with your therapist.
• Who has access to each address?
• If you use a work email address, know that your employer may legally view all the emails you send or receive with that address. Your access to that email is also contingent upon your employment.
• Be aware that engineers and administrators at your email service provider may be able to view your emails.

4. How quickly do you normally receive replies from others via email?
• Do you expect replies more quickly than your therapist’s stated response time?
• Can you see any negative consequences occurring if your therapist does not or cannot reply to an email as quickly as others in your life typically do?
NOTE: I typically tell clients to expect a 24-48 hour response time, though circumstances may mean a slower or faster response. I do inform clients when I know I may be harder to reach due to planned travel, conferences, etc.
My email service is through: Google Workspace


Regarding Texting
1. Text messages are often sent using the Internet, even though they are usually a part of one’s phone service.
• Are you familiar with the risks of texts being viewed by various engineers, administrators, and bad actors as they pass through the Internet and/or SMS system?
• Are you aware that text messages wait on phone company computers until they are retrieved, and may remain there indefinitely?
• Can you imagine any negative consequences if engineers, administrators, or law enforcement personnel viewed these stored texts from or to your therapist?
• Are you aware that many phones display incoming texts even if the screen is off and locked, such that anyone with the ability to view the phone may see the text?

2. Think about where you read and write text messages, and what devices you do that on.
• Think about who can see you reading and writing texts in these places, and who can access the devices you use to read and write texts.
• Would there be any negative consequences to any of those people reading or glancing at texts exchanged with your therapist?
• Are there certain kinds of texts that you would feel safe letting these people see and other kinds of texts you would not feel safe letting them see?
• Has anyone in your life required that you divulge your password to your computer, phone, etc. so they could potentially have access to your texts?
Let me know if the answer to any of these questions is “yes” if you wish to use texts with me.

3. How quickly do you normally receive replies from others via text?
• Do you expect replies more quickly than your therapist’s stated response time?
• Can you see any negative consequences occurring if your therapist does not or cannot reply to a text as quickly as others in your life typically do?
NOTE: I typically do not communicate with clients via text, except in situations such as text being the preferred communication method regarding running late/ rescheduling.

I use the following device(s) and phone service(s) to send and receive text messages: 
Google Voice on a Pixel phone via the Google Fi network.


Regarding Electronic Payments
Please Be Aware of the Following:
I have a duty to uphold your confidentiality, and thus I wish to make sure that your use of the above payment services is done as securely and privately as possible.

After using any of the above services to pay your fees, that service may send you receipts for payment by email or text message. These receipts will include my business name, and may indicate that you have paid for a therapy session, particularly if you indicate “therapy” as the purpose on any memo or notes field.

It is possible the receipt may be sent automatically, without first asking if you wish to receive the receipt. I am unable to control this in many cases, and I may not be able to specify which email address or phone number your receipt is sent to.

So before using one of the above services to pay for your session(s), please think about these questions:
• At which email address or phone numbers have I received these kinds of receipts before?
• Are any of those addresses or phone numbers provided by my employer or school? If so, the employer or school will most likely be able to view the receipts that are sent to you.
• Are there any other parties with access to these addresses or phone numbers that should not be seeing these receipts? Would there be any danger if such a person discovered them?
In addition to these possible emails or text messages, payments made by credit card will appear on your credit card statement as being made to me. Please consider who might have access to your statements before making payments by credit card.

Finally, electronic payment may result in your name, or the name on your bank account/card being received and stored by my bank, and potentially shown on my paper and/or electronic bank statements. 
Though normally I am the only person to access my accounts, bank employees may also have access to my transaction history if I need help with resolving an issue. I have no control over this.

Form adapted from questions from Person Centered Tech
